Kyberneticka rizika velkomest

Fyzicka a kyberneticka bezpecCnost

Petr Havlik
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Jak by takovy utok mohl probihat?
P

Kyberneticky utok na nové typy aut ochromuje dopravu

Nasleduje ochromeni internich systémud nemocnic
— Pres LinkedIn rozeslana pracovni nabidka pro
pracovniky nemocnic

Zablokovani dulezitych IT systému policie

Utoénici napadaji automaticky systém davkovani
chléru do pitné vody

Nasledné publikuji vymyslené informace o napadeni
distribuCni soustavy plynu na socialnich sitich




Pokracovani....

= 13:00 se dafi utocnikim vypnout dodavku
elektrické energie & Pz
— Utoénici poslali USB kli¢ lidem z energetické @382 P NneE
spole€nosti a podafilo se jim rozsifit kod, '
ktery dokaze znicit transformatory a
generatory v gridu.

= Prestava jezdit metro

= SouCasné se podari vyradit semafory

= Nasleduje vyfazeni bankomatu a platebnich
terminall

= Policie a energetické spoleCnosti pracuji s
neplatnymi informaci — jejich kontrolni centrum
bylo napadeno a ukazuje informace z
predesiého dne



Homeland security odhaduje, ze jeden vetsi
kyberneticky utok muze predstavovat financni
ztraty az 50 MUSD a vzit si az 2500 zivotu —
NSA rika, ze otazka je neni zda ale kdy se to

Stane

IBM Security offering umi minimalizovat rizika
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Ulazka jak by se dalo takovému utoku zabranit

BREAK-IN
Remote employee
triggers drive-by
download

BigFix patches the
latest vulnerabilities
and quarantines
infected endpoints

to prevent more
damage - WannaCry
vulnerability MS17-
010

IBM Security

LATCH-ON
Internal system
infected as part
of a botnet

QRadar Network
Protection blocks
zero-day exploit
traffic. Can
immediately block
traffic based on
alerts from SIEM

ATTACK CHAIN

EXPAND

Targeted internal email
sent to high-profile
employees

QRadar correlates
network flows and
security events and
prioritize and leverage
loCs such as hashes,
IPs, Yara to detect
malware (WannacCry)

GATHER
Authorized system
attempts to access
resources

EXFILTRATE
Persistent attackers
quietly siphoning
out data

QRadar Incident
Forensics
reconstructs user
and database activity
from network packets
for post incident
analysis

Resilient Incident
Response Platform
allows responders
to coordinate
activity and act
consistently on
incidents.




Ransomware WannaCry 2 (WanaCryptOr 2.0)

Detekovan minuly tyden v patek, velmi rychle napadl pres 130 000 pocitacl v 99 zemich

Sifi se i v nemocnicich a statni spravé

* VyuZiva exploit EternalBlue (neboli MS17-010) - zranitelnost v protokolu SMB na Windows

Zaplata vydana 14. brezna (okamzité po zverejnéni Microsoftem)

e Systémy vyuzivajici BigFix Patch jsou zcela chranény

BigFix Patch Management

* Minimalizace pracnosti spojené s zaplatovdnim a zdroven zvySeni uspésnosti
aplikace zaplat na 95 =100 % (u jinych systému bézné 60 - 75 %)

* Vhodné pro stanice i servery - podpora Windows, Mac OS, Linux, Unix systémU a
aplikaci tretich stran (Adobe Reader, Java, Flash, Firefox, Chrome, ....)
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Making Cognitive Security Accessible to the Security Analyst

Security Analysts

» Manage alerts

Watson for Cyber Security

 Security knowledge

» Research security events and anomalies * Threat identification

 Evaluate user activity and vulnerabilities » Reveal additional indicators

SECURITY
» Configuration ANALYSTS A s « Surface or derive relationships

» Other » Evidence

Security Analytics QRadar Watson Advisor

« Data correlation * Local data mining

* Pattern identification SECURITY * Perform threat research using Watson for Cyber Security
« Thresholds ANALYTICS I * Qualify and relate threat research to security incidents

* Policies * Present findings
* Anomaly detection

« Prioritization
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