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Security Challenges for the City

/ Generalized
/ network threats

In December 2015 and
) October 2016, over one
. million network cameras
.~ were hijacked to launch

DDoS attacks.
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& Difficulty of
//single-point defense\
Passive defense for single

points

Tired of patching the

vulnerabilities
Response time to threats
. 7 days /
APT discovery time : 84
days

curity status\

Manual analysis and
evaluation of asset
security status
Long period of event
tracing
High manpower costs




Pre-event Detection —Full-lifecycle Security Protection For
Data Information
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In-event Cooperation Defense — Big Data Comprehensive
Analysis of Potential Threats
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Intelligent Detection

Passive defense=> Active defense

* MTTD: 84 days - 24 hours
» 30 hours earlier than the industry to
discover zero-day vulnerabilities

Intelligent Disposal

Single-point defense = Network-
wide cooperation defense

« MTTR: 7 days = 24 hours
» Network-wide device linkage blocks

threats.



Post-event Audit — Comprehensive Security Reports,
Source-tracing & Decision-making
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Extranet

Threat Reshaping & Mining
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