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Identity & Access Management
Rizeni pristupu na zakladé

CO MA ZAJISTIT IT PLATFORMA rizika

Threat Protection
Ochrana pred

pokrocCilymi
hrozbami a
automatizovana

detekce / zotaveni

IT PLATFORM

Ivnformation Protection
201010 Rizeni pfistupu a
ochrana aktiv

010101

Security Management

@ Viditelnost a hodnoceni
hrozeb vs. zranitelnosti v
realném case



Do jakée miry dokazeme
ridit rizika pristupu
k aktivam?




Vime, kdo skutecne zada o pristup do
systému?

Odkud se uzivatel prihlasuje? Lokalita?
Je to anonymni IP adresa?

K jakym aktivim ma pristoupit?
Jaké je jejich hodnoceni dopadu?

Z jakého zarizeni pristupuje? Je managed?
Zname jeho ,health status”?

Maiji aktiva dodatecnou metodu
autentizace a autorizace?




Dokazeme se obejit bez hesel?

Kombinace biometriky / PIN s TPM cCipem konkrétniho zarizeni

Windows Hello Microsoft Authenticator FIDO2 Security Keys




IF THEN

@ Allow access
User risk ™.

Privileged user? High

Credentials found in public? .
Medium

. : - ,
P e X Accessing sensitive app?

q ﬂ 111101 Unmanaged device? Low
100 :

100111101 111101r : Malware detected?
100P@fi a1 Session risk

IP detected in Botnet?
High
Impossible travel? I £

" Unknown device? Medium

Force
password reset




| want to control access based on conditions

CONDITIONAL
ACCESS RISK TRAVEL EXPENSE
APP
USER I High
& Health:Fully patched
& > & Config:Managed ~——0 Medium @
——— @ Last seen: London, UK
9
& Role: Sales Account Rep > Low Allow access

& Group: London Users
& Client: Mobile

& Config: Corp Proxy
& Location: London, UK
& Last Sign-in: 5 hrs ago



| want to control access based on conditions

USER

\ 4

foX -

Role: VP Marketing
Group: Executive Users
Client: Mobile
Config: Corp Proxy
Location: London, UK
Last Sign-in: 5 hrs ago

User is a member of
*% a sensitive group.

CONDITIONAL
ACCESS RISK

I High
& Health:Fully patched

Data hodnocena
,Duvérna”

& Config:Managed ~——0 Medium
@ Last seen: London, UK

Low Require MFA

>

CONDITIONAL
ACCESS POLICY

Select the controls to be enforced.

O Block access
® Allow access

|ZI Require multi-factor authentication

D Require Azure MFA registration

|:| Require password change

\ 4

Application is classified
* High Business Impact.



| want to control access based on conditions

CONDITIONAL
ACCESS RISK

USER High

- & Health: Unknown
& > =] @ Client: Browser s Medium s
!\ Config: Anonymous

I\ Last seen: Asia

I Obchodni zpravy

. Low Block access
Role: Sales Account Representative >
Group: London Users Force password
Client: Mobile reset

Config: Corp Proxy
Location: London, UK
Last Sign-in: 5 hrs ago

. Anonymous IP

1. Unfamiliar sign-in location for this user



Threat Protection

Ochrana proti modernim hrozbam, automatizovana detekce, rychlé zotaveni
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Detekovat utoky
kombinaci signala
z on-premise i z cloudu

Detekovat a odstranit
ransomware, obnovit
sooubory

Endpoint monitoring:
schopnost uvést do stavu
karantény pro vysetrovani,
pripadné dalkové smazat
data

Automaticky detekovat
anomalie a podezrelée
chovani s vyuzitim Al —
samoucicich mechanisma

Advanced Threat
Protection v emailu proti
phishingovym uUtokim a
zranitelnostem 0-Day

Snizit false positives
agregovanim signall a
nalezenim konkrétniho
vektoru utoku

Jo

Automatické vysetreni
alertu na zarizenich,

dalkova mitigace hrozby
na napadenych stanicich



https://www.bing.com/videos/search?q=Microsoft+ATP&&view=detail&mid=3CADE8FCFE7D764FB0E03CADE8FCFE7D764FB0E0&&FORM=VRDGAR

Ucinnost vyuzitl Threat Intelligence ve firmé?

Actionable Intelligence



Vrstvena ochrana: klientské zarizeni + cloud

Tl : &"' Protection in milliseconds
Local ML deE|5’ behavior-based detection Maost common malware are blocked by high-precision

algorithms, generics and heuristics detection in Windows Defender AV

Protection in milliseconds

Metadata-based ML models ML-powerad cloud rules evaluate suspicious files based on
metadata sent by the Windows Defender AV client during query

Protection in seconds
A copy of the suspicious file is uploaded for inspection by
multi-class ML classifiers

Sample analysis-based
ML models

Detonation-based Protection in minutes
The suspicious file is executed in a sandbox for dynamic analysis

by multi-class ML classifiers

ML models

E'Q data Protection in hours
E]ﬁE'}»‘tiCS ML models and expert rules correlated signals from a vast
network of sensors to automatically classify threats



Exchange Online Advanced Threat Protection

Safe Attachments Safe Links

Sandboxing priloh a test «  Aktivuje URL pres docasny proxy server
jejich chovani

Reputacni databaze > 1 mil. URL linkd
Ochrana i pred 0-day utoky




' Tell me what you want to do

Message

ct 14.01.2016 1335

Dropbox@arcobedandbreakfast.it

Pending Files
To M Zdenek Jiricek

1] Office 365

You have 2 unread documents
This notification 1s only valid f

A Tenio web je klasifikovany jako skodlivy.

View document here.

dachund.org

Coporudujemne, abyste tuto webaovou stranku zavieli a na tento welb nepokraovali. Daldi informace o
malwraru

¥ Zavrit tuto str

Pokradovat na tento web

|©J Windows Defender blocked content on this website

brangomamcbenv-
filharmonikoista.readmyweather.com

osted by: laureleanderson.com

& 2015 Microsoft | Pravn Ochra

@ Go to my home page instead

Windows Defender blocked this site because it might contain threats to your
PC or your privacy.




Co to je Win Defender ATP Auto-Incident Response?

* Auto-IR je:

Napodobeni idealnich kroku, které by ¢lovek mél udélat k vySetreni a
zvladani kyber hrozeb

* Co takové kroky jsou:

e Analyza informaci z alertu a korelace s jinymi hlasenimi
* Mitigace hrozby / zranitelnosti

e Urceni rozsahu a analyza hrozby , lateral movement”
e Opakovani vyse uvedeného pro kazdy dalsi alert
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Windows Defender Security Center

Investigation

Comments (2}

Communication to a malicious network destination (#17386)

Alert Received

@ Windows Defender ATP

yredated alert

Endpoints (2)

@ Data Sources (1)

O Remediation Sources (2)

==

N |
w

Found Threat Types

[ 1rojn | Houristic |

Entities Analyzed (3174) e

~ ]
Waited For User Approval
::-, Wanted lor 36 Seconds
X S420r
o x 4

Result
Fully Remediated

[ » I 5

o’ Fully Remediated
The ) J% entities un sred during the

f?‘: 2 Flles were quarantined

Srébgicd.exe | c\Srecycle.bin\s-1-5-21.169718
5450-2076875350-1481720747-500\8r6bg 1c4 0

e
Hrunstw

Endpoint it ark

Threat Type

' View File details

pcanyweeerexe | c\users\bingo\desktop\pcany
Woeorexe

Threat Type Trosan

Endpoint cont }

L View File details

.
¢ 2 Processes were terminated

$t6bgTcdaxe | c\Srecycle bin\s-1-5-21-169718
5450-2076875350- 1481720747 -500\5r6bqlcd e

e
Heunstic

Endpoint 1t-d nar

pcanyweeer.exe | c\users\bingo\desktop\pcany
WHserexe

Threat Type

Threat Type Trojan

Endpoint

Q 1 Connection was blocked

° 342411142

Threat Type

Hl'lln"h(



: Microsott 365 Admin

https://protection.microsoft.com

# Microsoft 365 Advanced Threat Protection

Security dashboard

o)

- Attention required

2 I

4 v
Golden ticket compromise: user

Q permissions mismatch

4 Compromised mailbox

Azure ATP

Suspicious behavior by a scripting
tool

Attempt to tamper with the
Windows Defender ATP sensor

Trusted Installer hijack attempt

Ransomware behavior in file
system

Suspicious root certificate
installation

e here to se
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Sluzba Microsoft Threat Experts (link)

« Je to zakaznicky Threat Hunting Service, soucast Microsoft Defender
Advanced Threat Protection (ATP).

» Poskytuje zakaznickym SOC expertni podporu pro identifikaci, setfeni a
zvladani pokrocilych hrozeb

» Targeted attack notifications: Custom alerty s rychlym vyhodnocenim
kritickych hrozeb v cloudu - timeline, rozsah, zpusoby pruniku...

» Experts On Demand: Na vyzadani SOC zakaznika konzultace s
forenznimi experty Microsoftu: charakteristika Utoku a utocnika,
Zpusob detekce a zotaveni.


https://techcommunity.microsoft.com/t5/Windows-Defender-ATP/Microsoft-Threat-Experts-reaches-general-availability/ba-p/502493

Cyber Actionable Threat Intelligence -

Threat data ziskana z rozru$enych botnetu
Intelligence

Program

Vyhodnotime 50-
100 milionu
podezrelych

IP adres denne
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Microsoft Intelligent Security Graph

Shared threat data
Unique insights, informed by trillions of signals

from partners,
researchers, and
law enforcement
worldwide

OneDrive
Outlook

5B

. threats detected
; on devices
every month

400B

emails
analyzed

1.2B

devices scanned
each month

200+

global cloud consumer
and commercial
services

Xbox Live

Botnet data
from Microsoft
Digital Crimes
Unit

Windows

Microsoft
accounts

Enterprise security

for 90% of

Fortune 500

18B+ Bing web
g
pages scanned

450B

monthly
authentications

750M+ Azure

user accounts




The "Cloud Effect”

Co zjitime z jednoho typu utoku,
zobecnime a nastavime ochranu i pro ostatni



Shrnuti

Pokrocilym hrozbam se nevyhneme jen prevenci

Kriticka infrastruktura je zajimava jako cil
oro ,state sponsored attacks”

Je to ,my nebo oni” -
Al je nastrojem efektivity utocnika nebo obrance

Automatizace zvladani incidentu a vyuziti
cloud-based intelligence
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