O NAKIT

Narodni agentura pro
komunikacéni a informacni
technologie, s. p.

Kyberbezpecnost a rizika spojena s
pouzivanim spotrebni elektroniky

21.5.2019 Praha Vladimir ROHEL



Zijeme v dobé, kdy:

* Roste naSe zavislost na IT
* |IT pronikaji do oblasti, kde dfrive nebyly
* Sveét se stale vice propojuje a vse se zrychluje

° Do internetu a siti se pfipojuji technologie a zarizeni, ktera
s tim nikdy v navrhu nepocitala — co bezpecnost?

* Takovato zarizeni jsou Casto vyuzivana i v sitich Kl
* Roste kvalifikovanost a technické schopnosti uto¢niku
* Do utoku se zapojuji novi hraci

* Dochazi k vyvoji obchodnich modelu i na hackerské scéné
(CaaS)




Kyberprostor

ramow

= "@EE o

L
E
o




Na co se bude zamérovat kyberzlocin v roce 2019

* Utoky na dodavatelsky fetézec predstavuji jeden z nejobavané&jSich druht uUtoku, které v
uplynulych dvou letech hackefi aplikovali. Kvuli tomu zacaly firmy vice pfemyslet o mnozstvi
jednotlivych dodavatell, se kterymi spolupracuiji, a také intenzivnéji resi jejich zabezpeceni.

* Mobilni malware zistane na Spici. Spousta hacker(i do svych kampani nezapomina zaradit
také komponenty zamérené na mobilni zafizeni, Cimz se nekolikanasobné zvétSuje seznam

potencialnich obéti.

* PocCet takzvanych loT botnett, tedy ovladnuti prvkd zapojenych do takzvaného internetu véci
utoCnikem, bude nezadrzitelné stoupat. Varovani pred touto hrozbou se kazdorocne opakuje, ale
pravé proto nesmi byt tato hrozba podcenovana. IoT botnety neustale nartstaji na mnozstvi a
sile, a proto se z nich ve Spatnych rukach muze stat velmi silna zbran.

* Spear-phishing se v blizké budoucnosti stane velmi obavanou hrozbou. Data ziskana
prostfednictvim utokl na stranky socialnich siti Facebooku, Instagramu nebo LinkedInu jsou nyni
komukoliv pfistupna na ¢erném trhu. Nedavné obrovské uniky dat z databazi riznych socialnich
siti zvySuji uspésnost hackerskych utokda.

Zdroj: Kaspersky Lab
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Je dulezité to resit nyni?

* Kybernetické utoky na Kl kazdoro¢né pribyvaji a roste jejich zg @st
* Napf. v bankovnictvi — 1/2018 110k unikatnich hroz 3&1 jiz 170k
°*V oblasti kybernetickych utokd se stale vice anga

motivace, jiné cile, jiné moznosti financovani
*Casté jsou ale i utoky s krlmlnalnl g,l — typicky v posledni dobé

Ransomware, ale velmi Casté jsoyi k
* Socialni inzenyrstuvi, analytlcka acatek cileného utoku

* Nekteré staty jiz “ﬁspemalm tymy na bezpelnost ,nelT® systému -
specificnost pr

°* NATO, I EU zaradily pravidelné do svych cvi¢eni KB oblast ,SCADA"
systém y mezi IT a OT

tatni aktéfi — jina

O NAKIT



1D re®3 B

WA
Zive

Hackerum se podari
databazi kasina skrz
termostat v akvariu

abninn g uld jabe ik, hterpet s o
@0 wteml S8 3 nigeded dekn celou dabd

o S vwha bobidy ursitfo ehadnum s ot
pomoct 3 bapdi regun| vt prostiest iy

datsvn mistom vl bavehi (eofnit

Podie Eaganond 1ermd
Drwes mahtige ap
il spsténmg, ¢
Sernu tho kance). Raclifige 5 prodtor, ra b
WD 00 LECh whil Nerd pobiyea Il i rabie

warfecerct

N33 mIks

Ohrozené chytré d«
napadnout hackeri

25 dnoea 1300

Dvé z péti ceskych a sloven:

véci jsou vystaveny kyberne
dalsi sifova zafizeni pfipojer
| bezpetnostni kamery nebo

- AN

N
|

Y
; >
LLidé chedyi poubvat chytré televi
chinidku sveha aditéte do domad
pristupovat k ostatremn zafizenim
nahedvani vided a hiass," uved! pre
wyslaciy stuxdie na veletrhis Mobi

Ze 1pediy Avast Smart Hame Repl
domacich shi po celém switd, vypl
ma pipojernych vice nel pit chytr
pfipoene zafizem

ARTIFICIAL INTELLIGENCE

Chinese P
Recogniti
Surveillan

= These glasses ¢
database in just

Abby Norman I February | 1

You've probably he

changing light cone

Police ofticers in ZI
¢ e A few days before the Israeli securit

.s‘llnglnss'cs cquippcinstalled a sophisticated spyware in

L ..~ . _various sensitive information such a!
them to identify in
sunglasses Were acispyware distributed through fake W
spread through the Google play stor

Cayla - The lllegal Espionage

_ Apparatus

With watst-length goldean halr and o voice designed 1o warm o child’s heart Caylo has

brought delght to mi

s of children throughout Germasty In realdy, She's sn "Segal
espionage appacatus” that must be destroyed immediately, according to Germany's

Faderal Network Agency

Orce hackers are in control of this WeFi - enabled imteractive doll, they can use its

camaras and microphos hear whatover Cayla c

dlowirg hackers o

track their location of potentially heist profits from the locs! street-side lemonade stand

Mest imrrMtartly whenes the sty 1S thaen It srrsl

et ol Heuiree nres sl tot



China’s S
Barred M
in 2018

Over 23 million't
“social credit of

Jacob Banas I March 2r

Do Not Pass Go

Your bags are pacl
for vour vacation;

has canceled vour

\s carly as 2014, (

System [ SCS ), sor

where behaviors ¢




nec.com

Al for Cyber Security: How Al prevents future cyberattacks?

Many reutinely describe cyhersecurity us a game of cat-and-mouse, That i, hackers snd cybereriminals are always ane or wo sieps
abead of law enforcement as (he latter contimsally pursue the former’s ever-adyancing plans 1o commit datn theft, property damage, «
other security breaches—often spotting hreaches lang after such Knowledge b helpful, The cybersecarity ent remains shovwer and unab
to predict the mouse’™s mext move, And the cyberceiminnl momse evades capture, How, thea, cam cybersecurity anticipote the
cvbervriminal’s mext move?

I'his is where cybersecurity unalytics caomes in, & practice one can think of ax cybersecurity mousetraps. This article takes o Jook ot b
measures such ax analytics and urtificial iotelligence allow cybersecurity teama tn anticipate im ndvance an evasive cyhercriminal’s pe

maove.

Cybersecurity Is often thought of as » defesssive practioe that largely fusppens altor the fact, Flest a security breach bs detectod, and o
a exbersecurity team Iy mobilieed Is order to teack down the source, type, and seale of the damage, Only them cam un aflender by
npprebended nod spprogiriste reseurces put into place, This paradigim, however, his become reshinped und rethought threngh recent
witeract ¢ybororloe throwgh
ity Report (2002) or Pery

Uy, artilicial Intelligence snd big datu wre being Jeversged (o

Iervakthe

s In ey heosvcuriny. Sp

smart eybersecurity comntermensures. In essence, such approaches—ant unlike the scenarios found in N
of Intorest (2011-16)—cam sefiually prevent cybercrhme by anticipating It b sdvance

Vor ¢xtursecunity feams, the abdliy to foresor sttacks and provide prosctive conntermessiures is eritical in the fight agzinse
cyberattacky. A Key et of Dublding (s knewledge lnvelves understamding fust what by ot stake, What assets are pateatially valnerah
1o attack’ What could hackers possibly target? According o Doo Hebmbrecht, executive director for the EU Ageney for Network and
Information Security CENISA) “lentification of theonts and thelr dymnmios In cyberspace bs hoy 10 understanding asset exposure an
[j:h"' INmowing what s of cisk, in other words, s the first step in koowing what Kiods of attacks will be madde. In terms of financial
damnge, experts huve estimuted that the average US eompany pays upwards of $75 million per vear, and thal is anly in cybererime

lgmn.z But in addition to how much it costs in danagy, security teams need (o know how, where, snd when oo attack will taloe place
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Al has shaken up the exbersecurity industry, with automsated threat prevention,

detection and response revolutianising one of the fastest growing sectors n the

digital economy

Hackers are using Al to speed up polymorphic

malware, causing it to constantly change its code

so it can't be identified

Hawever, & is s often the case, there's u dark side. What if cybercriminals get

thetr hands on AL and use i against public and private sector organisations?

The more Al cybersecurity solutions, the more

tempting for hackers

TOF BENENTS OF ALIN CYRERSECURITY
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“The edge in cyberdefence is speed. Al
s trnslomming oxberdefence, allowing
businesses to detect evermore complex
threats from evermore sophisticated
nttackers,” suys Andre Plenuar,

founder of Cf Capatal.

Nevertheless, the mare Al security
salutions, the more exbereriminals will
adopt the technology; it's a case of
fighting fire with fire. Newton's Third
Law describes the situation aply: for
every actlon, there is an equal and

Oppasite reaction
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